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• Why does a security matter?
• Microsoft provided security features
• Model-driven app release checklist
• Coffee + Dunn Insights
• Suggested testing procedures
• CI-Data Security Roles

Customer Insights: Security Basics and Beyond

Managing Security Without a Plan



Why does security matter?
• Restrict data access/visibility 
• Prevent unwanted behavior
• Protect your data
• Enable compliance and governance
• Support unique team or user driven 

behaviors
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Microsoft provided security features
• Customer Insights – Journeys (CIJ) 

Security Roles
• Modern Security Role Designer
• Feature Switches
• Designer Feature Protection
• Application Users
• Access + Owner Teams
• Entra (AD) Groups and D365 

Security Teams
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Coffee + Dunn Insights
• Related table nuances
• Security Model Approach
• ALM Strategy
• Column Level Security
• Business Unit Scoping
• Modern Business Units
• Non-Marketing users
• Model-driven app configuration



Suggested testing procedures



Suggested testing procedures
• Use Level up for Dynamics 

365/Power Apps

• Remove from Chrome



Suggested testing procedures
• Use Level up for Dynamics 

365/Power Apps

• Remove from Chrome

Edge Chrome



Suggested testing procedures
• Use Level up for Dynamics 

365/Power Apps
• The Console App is your best 

friend



Suggested testing procedures
• Use Level up for Dynamics 

365/Power Apps

• The Console App is your best friend
• We can not live without XRM Toolbox



Suggested testing procedures
• Use Level up for Dynamics 

365/Power Apps
• The Console App is your best friend
• We can not live without XRM Toolbox
• Internet search/Phone a friend



Roles to Know

Cheat Sheet: Security Roles in CI - Data

Marketing ContributorViewer Contributor Admin



Four Notable Differences in Customer Insights – Data (CID) Security 

Potato, Potahto: CI – Data Security vs. Others

1. One role per user. (yes, that’s it)
2. Each role grants access to specific pages/tasks.
3. CI – Data roles are for CI – Data only.
4. There are only __________ security roles in CI – Data. four
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Tips/Tricks for Security in CI - Data

1. Treat the Admin role like a System 
Admin (x2). 

4. Customer Insights Configuration Viewer

3. Contributors are your go-to for most 
“advanced” tasks.

2. Business units are optional but 
especially affect the Marketing 
Contributor role.



• By the Power of Data! Unleashing Marketing Forms in D365 
Customer Insights – Journeys
• Today 1-2pm, Randolph 3-East Tower

• 50 Tips in 50 Minutes: Dynamics 365 Customer Insights – Journeys
• Tomorrow 9:45 – 10:45am, Randolph 3-East Tower

• Copilot Wizardry in Dynamics 365 Customer Insights
• Friday 10:15 – 11:15am, Roosevelt 3AB-East Tower

Coffee + Dunn Sessions



Coffee + Dunn Resources

Knowledge HubBlog
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