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Customer Insights: Security Basics and Beyond

« Why does a security matter?

« Microsoft provided security features
« Model-driven app release checklist
 Coffee + Dunn Insights

« Suggested testing procedures
 Cl-Data Security Roles




Why does security matter?

Restrict data access/visibility
Prevent unwanted behavior
Protect your data

Enable compliance and governance

Support unigue team or user driven
behaviors

We may not be perfect but the
safest hands are still our own.




Microsoft provided security features




Microsoft provided security features

» Customer Insights - Journeys (ClJ ——

® + Newrole [ Auditreport O Marketing manager X

.
f e Cl I r. | ty RO | eS ® Environments > C+D Cl Dev > Settings > Security roles

Display only parent security roles (@D 0On

Role 1 Business unit Managed Modified on
Marketing Manager coffeedunncidev s 10/27/2024 1:31 AM
Marketing Manager - Business coffeedunncidev 04/142025 815 AM

Marketing Manager (BU level) - Business coffeedunncidev 04/14/2025 816 AM

Feedback



 Customer Insights — Journeys (Cl]
Security Roles

Tables  Miscellaneous privileges

Show only assigned tables v

« Modern Security Role Designer

' Business Management (17)

Business Unit

Channel Property Group

Currency

Document Template

Email Server Profil

Field Security Profile

Field Sharing

Mailbox

Mailbox Auto Tracking Folder

Organization

Security Role: Marketing Manager - Business

Privacy-related privileges

Name

businessunit

channelpropertygroup

transactioncurrency

documentiemplate

emailserverprofil

fieldsecurityprofile

principalobjectattributeaccess

mailbox

mailboxtrackingfolder

organization

& Back [ Copy securityrole ¢ Rename security role we  Configure column view

Record ownership

Business Uni

Organization

Organization

Organization

User o Team

Organization

Organization

User or Tea

User or Team

Organization

Permission Settin...

Custom

Full Access

Custom

Reference

Custom

Reference

Custom

Custom

Custom

Reference

Create

O tione

& Organization

Oione

O none

O none

O tione

& Organization

Oione

R user

& Organization

& Organization

& Organization

&% Organization

& Organization

&b Organi

& Organization

R user

R user

&b Organization

Write

O ione

&b Organizatior

Otione

© none

O None

© ione

© None

Delete

© one

&b Organizatior

© one

O one

© None

© one

&b Organizatior

© one

R user

Microsoft provided security features

Append

© one

&b Organizatior

&b Organization

© one

© None

© one

© one

8 ser

R user

R Search by table name or table privilege n.

compact Grid View (@D on

Append to Assign Share

& Organi

&b Organization

&b Organization

Oione

&b Organization © None © o

O one

O None

© None O none (ST

© None O None © norf

Oione




« Customer Insights - Journeys (ClJ
Security Roles

« Modern Security Role Designer
 Feature Switches

Dynamics 365

@ Home

© Recent

2 Pinned

Overview
Versions
Settings
Quota limits
Add-ons
Usage limits

Feature switches

Email marketing

(3 Domains

B Landing pages
S Designer feature

T8 Default settings.

@& Data protections

Customer engagement
=R Audience configur.
B frequency cap

& sMS providers

@& Wweb Tracking

O SMS keywords

& Custom channels

B compliance profiles

1 Matching rules

n Settings

Cust

Feature switches.

Data protection isn't enabled, which means that the consent levels recommended here won't be enforced. Please remember that it's your organization's responsibility to conform to all data protection regulations (such as the GDPR) in the

O search

Microsoft provided security features

countries/regions where you run marketing activities. To enable data protection, go to the Data protection tools. For more information, see the online help.

Segmentation
Name

Use protected fields in
segments

Use system command bar
(preview)

Analytics
Name

Marketing effectiveness
analytics (preview)

Business units
Name

Business unit scoping
(outbound marketing)

Business unit scoping (real-
time journeys)

Tracking
Name

UTM tracking

Enabled Consent level

©

Enabled Consent level

©

Enabled Consent level

Enabled Consent level

@ on

Desaription

Allow the use of protected
columns/fields in segment
criteria in Realtime
Marketing. Ut

Learn more.

Utiize the system command
bar to enhance the
segmentation user
experience. This feature
enables customers to
customize the ribbon and
activates default CRM
actions.

Description

Understand the contribution
of your marketing activities
towards key milestones in
your buyer's journey

Description

Enable business unit scoping
for marketing processes in
outbound marketing

Enable business unit scoping
for marketing processes in
real-time journeys

Description

Enable UTM values to be
automatically added to every
__link in.vour messanes This___




Microsoft provided security features

+ Customer Insights - Journeys (Cl) [ ———————————
Security Roles ﬁ G

« Modern Security Role Designer
 Feature Switches
» Designer Feature Protection




Customer Insights - Journeys (Cl]
Security Roles

Modern Security Role Designer
Feature Switches

Desigher Feature Protection
Application Users

Power Platform admin center

Environments > C+D Demo > Settings
I\

Home

Environments l Fea

Advisor
€3 Product
Security
Behavior, Collaboration, Features, Languages

Iyti
e V' & Business

Biling Business closures, Calendar, Connection roles, Currencies

o -
Copilot i Users + permissions
Application users, Business units, Column security profiles, Hierarchy security
Resources
v B Audit and logs
PGS PR Audit settings, Audit summary view, Entity and field audit settings, System jobs

Data integration v B Templates

Data (preview) Access team templates, Article templates, Contract templates, Data import templates

v O Updates

App update settings (Preview)

Policies

B Admin centers

Vv & Email

Email settings, Email tracking, Mailboxes, Server profiles

&8 Integration

Microsoft provided security features

Document management settings, Synchronization, Teams integration settings, Yammer

V[ Data management

Auto numbering, Automatic record creation policies, Bulk deletion, Data import wizard

V@ Encryption
Data encryption

V@ Resources

All legacy settings, Dynamics 365 App for Outiook




Microsoft provided security features

« Customer Insights — Journeys (Cl))
Security Roles

Modern Security Role Designer
Feature Switches

Desigher Feature Protection
Application Users

» Access + Owner Teams

 Entra (AD) Groups and D365
Security Teams
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Model-driven app release checklist

Discover v Product doc

l Learn

* Check for updates -

Dynamics 365 Customer Insights

e Review: “What’s New with Customer
Insights — Journeys”

Get started v

Customer Insights - Journeys documentation
> Get started
v What's new
Release plans
What's new (current release)
What's new archive
> Transition from outbound marketing
> Install and manage
> Set up
> Use real-time journeys
> Develop and extend
> Administer
> Copilot in Customer Insights - Journeys
> Responsible Al FAQs
Resources
Troubleshoot

Outbound marketing

El Download PDF

Topics v

Guidance Troubleshooting Release plans  Support  Resources v/

Learn / Dynamics 365 / Customer Insights / Customer Insights - Journeys /

What's new in Dynamics 365
Customer Insights - Journeys

Article « 03/25/2025 + 9 contributors

@ Important

i from C

The outbound marketing module will be Insights - ys on
June 30, 2025. To avoid interruptions, transition to real-time journeys before this date. More

information: Transition overview

& Feedback

Q Tip
If you'd like to try Dynamics 365 Customer Insights for free, you can sign up for a 30-day.

trial 2.

We're excited to announce our newest updates! This article summarizes early access features,
preview features, general availability enhancements, monthly updates, and bug fixes. To see the
long-term feature plans, take a look at the Dynamics 365 and Power Platform release plans.

Customer Insights - Journeys updates are pushed to customers automatically 2. Solutions are
available for early validations. To manually update your instances, follow the steps in Keep

Customer Insights - Journeys up to date.

To submit and vote on feature requests and product suggestions, go to the Dynamics 365

Q  signin

Additional resources

@ Training

Learning path
Work with real-time features in Dynamics 365
Customer Insights - Journeys - Training

Dynamics 365 Customer Insights - Journeys real
time marketing features enable organizations to
orchestrate personalized journeys across all

Certification
Microsoft Certified: Dynamics 365 Customer
Experience Analyst Associate - Certifications

As a Microsoft Dynamics 365 customer experience
analyst, you're responsible for configuring,
customizing, and expanding the functionality of.

[J Documentation
What's new archive - Dynamics 365 Customer
Insights

Access archived information on new features,
improvements, and bug fixes in Dynamics 365
Customer Insights - Journeys.

Known issues in Customer Insights - Journeys with
mitigations - Dynamics 365 Customer Insights

Learn about known issues in Customer Insights
Journeys and how to work around them.

Preview: Personalize messages, make journey
decisions based on web interactions - Dynamics




Model-driven app release checklist

* Check for updates

e Review: “What’s New with Customer
Insights — Journeys”



™Y h e C k fo r d a te S onnect  Windows + on ~ Quup - @ Open environment @) Open Maker 5 Impersonate
C U tart page fools Role Documenter (CD Demo) X
L

Model-driven app release checklist

BusinessUnt @  Parert: Chid Business Ut @ Organization

e Review: “What’s New with Customer S T ——

Miscelaneous Prvieges

Insights — Journeys”

» Take a security role snapshot before
updating

Create

Read Wit Delete /ppend ppendTo Assign Share A

Name

Activate Realtme Processes
Dynamics 365 Address Book
Buk Edt

Enable or Disable User
Document Generation

Export to Excel

Go Offine in Outlook

ISV Extensions

Merge

Merge

Pt

Reparert Team

Reparent user

Perfom in sync rokups on goals

g

0000 O0ONOGNCONONOINONOINONONINOSNCONONDS




Model-driven app release checklist

* Check for updates

e Review: “What’s New with Customer
Insights — Journeys”

* Take a security role snapshot before
updating

* Create a testing plan, update, check
feature switches, and then test




Check for updates

Review: “What’s New with Customer
Insights — Journeys”

Take a security role snapshot before
updating

Create a testing plan, update, check
feature switches, and then test

ynamics 365

© Recent

5 Pinned
Overview

@ versions
& Settings
Bx Quota limits

B Add-ons

lo Fetre sgnes

Email marketing
(3 Domains

S Designer feature

Customer engagement
B Compliance profiles
#3 Journey Settings
@ UTM tracking

@ Web Tracking
B Frequency cap
fo Quiet time

=R Audience configu.
6 sMs providers
& Custom channels
[ Push notifications
& SMS keywords
3 Brand profiles
B Form settings

£ Matchinn

B vinoc

Model-driven app release checklist

2 search

Other settings
Feature switches

Segmentation
Name Enabled Description

Use protected fields in Allow the use of protected

segments. columns/fields in segment
criteria in Reattime
Marketing. Use with caution
Learn more.

Use system command bar Utilize the system command

(preview) bar to enhance the
segmentation user
experience. This feature
enables customers to
customize the ribbon and
activates default CRM
actions

Analytics
Name Enabled Description

Marketing effectiveness (@) On Understand the contribution

analytics (preview) of your marketing activities
towards key milestones in
your buyer's journey

Tracking
Name Enabled Description

UTM tracking @ on Enable UTM values to be
automatically added to every
link in your messages. This
allows source tracking within
3rd party tools like Google
Analytics. Leam more

Bot protection Filter out non-human click
interactions Learn more

Email editor
Name Enabled Description
Enhanced HTML controls @) On Enable custom code markup

and real-time HTML email
aditing
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Coffee + Dunn Insights

« Related table nuances




Coffee + Dunn Insights

« Related table nuances
e Security model approach



Coffee + Dunn Insights

 Related table nuances
* Security Model Approach
* ALM Strategy

STRATEGERY



« Related table nuances

* Security Model Approach
* ALM Strategy

« Column Level Security

Coffee + Dunn Insights
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« Related table nuances

* Security Model Approach
* ALM Strategy

« Column Level Security

» Business Unit Scoping

Coffee + Dunn Insights
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Coffee + Dunn Insights

- Related table nuances [ e
Security Model Approach

Dynamics 365 Customer Insights ~ Get st T s e S fro
A |_ I\/l St ra tegy PR Y Support for modernized business units
arketin In this article

N

Column Level Security
Business Unit Scoping
Modern Business Units

Journeys




Coffee + Dunn Insights

« Related table nuances

* Security Model Approach
* ALM Strategy

Column Level Security
Business Unit Scoping
Modern Business Units
Non-Marketing users



Coffee + Dunn Insights

« Related table nuances

* Security Model Approach

* ALM Strategy

Column Level Security
Business Unit Scoping

Modern Business Units
Non-Marketing users
Model-driven app configuration
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Suggested testmg procedures

WELL I AM OPEN TQ SUGGESTIONS




Suggested testing procedures

« Use Level up for Dynamics e

8 Focusedview B Show Chart B NewTemplate [i] Delete | v () Refresh il Visualize thisview 2 Emailalink =~ 2 Flow v [l RunReport v @B Excel Templates

365/Power Apps el [

2 Pinned Name 1 v Template v Status Reason Created On v
Marketing Planning

|2 campaigns

Engagement

D Getstarted
Journeys
Triggers

Analytics

Audience

@ Segments

R Contacts
@€ Leads

& Consent center We didn't find anything to show here

Channels

B Emails

0} Push notifications
(3 Text messages
B Forms

& More channels

P cet-time iourneve



Suggested testing procedures

« Use Level up for Dynamics
365/Power Apps



« Use Level up for Dynamics
365/Power Apps

« The Console App is your best

friend

Dynamics 365

Home
Recent
Pinned
Marketing Planning

<1 Campaigns

Engagement

Get started

148 Joumeys

2 Triggers
# Analytics

Audience
@ Segments
R Ccontacts
@€ Leads

& Consent center

Channels

= Emails

i Push notifications
(3 Text messages
8 Forms

@ More channels

Assets
W\ Uibrary

3 Templates

P cet-time iourneve 2

A Search

B8 Focusedview  [GJ Show Chart - Newjourney () Refresh

All Journeys

[m]

o/0Oj0OjO/0O|O|D|O|O|O|O|O|O|O|D|O|O|O

Name v

Contoso Coffee General Lead Interest

Contoso Coffee Product Lead Series

Anonymous Donors

Brew & Bloom Post Event

Brew & Bloom Waitlist Added to

Brew & Bloom Waitlist Moved from

Brew & Bloom Registration Confirmation

Brew & Bloom Invite

Brew & Bloom Social Media Session Announcement

Copy of Event Invite

TEST Brew & Bloom Invite

Session details st testing KS

Event Invite

[demo] Event Confirmation

Event Invitation Journey v2

Series 2 Journey: Onboarding

Contoso Coffee Promo Email

Contoso Coffee Case Closed

Contoso Coffee Case Created

To exit full screen, press and hold

Status v
Stopped
Draft
Drat
Completed
Stopped
Stopped
Stopped
Completed
Draft
Draft
Live
Stopped
Draft
Draft
Draft
Draft
Completed
Completed

Completed

Suggested testing procedures

esc

Created On v

5/5/2025 234 PM

3/17/2025 4:55 I

3/10/2025 12:31 P

4/14/2025 1:12 P!

4/11/2025 1:25 P!

4/10/2025 9:14 P!

4/9/2025 325 PM

4/9/2025 2:57 PM

4/10/2025 9:09 PM

4/9/2025 2:35 PM

4/10/2025 8:03 PM

4/10/2025 7:44 PM

11/15/2024 412 PM

Exit Full Screen R Filter by keyword

Back .
Version number

Reload

Save As
Print..

Cast

Search with Google Lens
Open in Reading Mode

Send to Your Devices
Create QR Code for this Page

Translate to English

X Adobe Acrobat: PDF edit, convert, sign tools >
Save To Pocket

View Page Source
Inspect
4/15/2025 1:22 PM

4/14/2025 8:33 AM
4/10/2025 8:15 PM
4/10/2025 7:59 PM

4/9/2025 2:30 PM

10/18/2022 10:36 AM 4/9/2025 2:28 PM

7/11/2024 3:42 PM

9/11/2024 920 AM

4/2/2025 426 PM

4/2/2025 1:24 PM

4/2/2025 11:43 AM

4/9/2025 11:56 AM
4/7/2025 11:50 AM
4/3/2025 4:30 PM
4/3/2025 1:26 PM

4/3/2025 11:48 AM



Suggested testing procedures

« Use Level up for Dynamics
365/Power Apps

« The Console App is your best friend
« We can not live without XRM Toolbox



Suggested testing procedures

Use Level up for Dynamics
365/Power Apps

The Console App is your best friend
We can not live without XRM Toolbox
Internet search/Phone a friend




Cheat Sheet: Security Roles in Cl - Data

Roles to Know

f :‘.E‘ .A-; .‘

Viewer Marketing Contributor Contributor Admin




Potato, Potahto: Cl - Data Security vs. Others

Four Notable Differences in Customer Insights - Data (CID) Security

1. Onerole per user. (yes, that's it)

2. Each role grants access to specific pages/tasks.

3. Cl - Dataroles are for Cl - Data only.

4. There are only __four  security roles in Cl - Data.
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Tips/Tricks for Security in Cl - Data

1. Treat the Admin role like a System
Admin (x2).

2. Business units are optional but ‘1
especially affect the Marketing ) -
Contributor role. /"’"
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Tips/Tricks for Security in Cl - Data

1. Treat the Admin role like a System
Admin (x2).

2. Business units are optional but
especially affect the Marketing
Contributor role.

3. Contributors are your go-to for most
‘advanced” tasks.

peacock



Tips/Tricks for Security in Cl - Data

Treat the Admin role like a System
Admin (x2).

Business units are optional but
especially affect the Marketing
Contributor role.

Contributors are your go-to for most
‘advanced” tasks.

Customer Insights Configuration Viewer

Related table: + Add table

® pi er (Id=497F; 024«} 1-b8es-
8

715255 Styp8 leCour

privilegeCount=3048, a Mod 0 Read-Writs
AADObjec e 45146532-862-4501-bdd-
4decT3ead622a),

0OTC=12351 for

(L | edNam ta).

xtCaller=497f10a2-cAc6-ef11-bBe8-

71525545c sider ddngm\ssedp ilege t
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Coffee + Dunn Sessions

By the Power of Data! Unleashing Marketing Forms in D365
Customer Insights - Journeys
« Today 1-2pm, Randolph 3-East Tower

« 50 Tips in 50 Minutes: Dynamics 365 Customer Insights - Journeys
« Tomorrow 9:45 - 10:45am, Randolph 3-East Tower

 Copilot Wizardry in Dynamics 365 Customer Insights
 Friday 10:15 - 11:15am, Roosevelt 3AB-East Tower




Coffee + Dunn Resources




Thank you for attending!

Karoline Faradie Tyler McClain
Consulting Manager Senior Solution Consultant
kfaradie@coffee-dunn.com tmcclain@coffee-dunn.com

m 5% [m



mailto:tmcclain@coffee-dunn.com
mailto:kfaradie@coffee-dunn.com




